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Objectives of our work:

• Establish the impact of attacks on vehicular ICs
• Design and implement an IDS to protect against adversarial 

actions



Modern vehicle interconnectivity

Vehicles evolved from mechanical devices into complex electro-mechanical 
systems loaded with software

• 100+ ECUs

• > 10 million lines of code

• Electronics + software

=40% production cost 

• 5-7 busses on various technologies
• CAN, 

• FlexRay

• BroadRReach (Ethernet),

• LIN,

• MOST, etc

• Several wireless interfaces
• Bluetooth, WiFi, 4G
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Taxonomy of ECU-related functionalities

• ECU grouping by functionalities:
• body

• interior/exterior lighting, wind-shield wipers/washers, window lift, Heating Ventilation and 
Air Conditioning (HVAC), door locks, immobilizer, etc.

• Main controller – BCM (Body Control Module (BCM)

• chassis
• braking, steering, suspension, restraint, stability control, etc.

• powertrain and transmission  
• fuel injection, emission control and gear shift.

• real-time nature of power-train related subsystems makes them susceptible to DoS attacks

• infotainment and telematics  
• offers interfaces to user-held devices, e.g., mobile phone, tablets, etc; remote vehicle

diagnosis via mobile telecommunication technologies, e.g., 4G
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Automotive communications standards  

• CAN (Controller Area Network)
• fault tolerant, low-speed version, max 125kbps (ISO11898-3)
• high-speed , max 1Mbps (ISO11898-2)
• CAN-FD (Flexible Data-Rate ), max 2.5 Mbps

• FlexRay 
• Fulfill communication req. of X-by-Wire
• fault tolerant, high-speed, deterministic, max 2ch at 10Mbps

• LIN (Local Interconnect Network) 
• Low cost serial communication interface
• based on a master-slave architecture
• Connect peripheral sensors and actuators - max 20 kbps

• None of these communication layers has any kind of

security except for std. CRC codes

• Wireless transmission standards
• WiFi and Bluetooth
• adds new challenges from the security perspective
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• Diagnostics Services (all the life-cycle stages of the automobile)

• fault identification, software update, parametrization, calibration and identification 
of irregular conditions 

• Key Word Protocol (KWP, ISO 14230-3) and the Unified Diagnostic Services (UDS, ISO 
14229-1 and UDS on CAN ISO 15765-3).

• Diagnosis services that are used to take control of the ECU functionalities
• Read/Write memory by address/identifier ( 0x22 , 0x23 , 0x2E , 0x3D ),

• Device Control/Input-Output Control ( 0x2F ),

• Request Upload/Download (0x34), 

• Failure Diagnostics

• mandatory to monitor the electrical functions and to implement a plausibility check 
for sensors and actuator functions

• the extended information is used during software development, verification and 
validation stages, repair shops when the cause of a failure needs further investigation

• falsely reported DTC can lead to inhibition of some functionalities for other module

• XCP - Universal Measurement and Calibration Protocol  

• used for writing parameter calibration values and for acquiring ECUs internal 
parameters at runtime

Generic software modules provided by ECUs
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• No standardization, each manufacturers has it’s own type of network topology

• Position of the IC is critical since corrupted  nodes may exist, e.g., outside 
access may be facilitated via Onboard diagnostics (OBD) port

2014 Toyota Prius
• Single CAN bus along with ADAS, safety, powertrain and body control modules, 

Toyota's DLC3 (Data Link Connector 3)

2010 FORD Escape
• Two CAN sub networks which also accommodate traffic for ADAS, safety, 

powertrain, comfort body and multimedia nodes, DLC

2014 Ford Fusion 
• single CAN network: Accessory Protocol Interface Module (APIM), Audio Control 

Module (ACM), GPS and AM/FM/Satelite Radio, FCDM, ADSPM (audio digital 
processing) and the Gateway module
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Network topologies



• powertrain system

• comfort and convenience systems
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Network topologies

• low speed CAN (LS-CAN) - body, comfort, 
ADAS and multimedia systems, etc.

• MOST network

2014 Range Rover Evoque 2015 Cadillac Escalade AWD

Redraw after C. Miller and C. Valasek [7] Redraw after C. Miller and C. Valasek [7]
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Embedded platforms behind ICs

Proposed µC by automotive semiconductor suppliers : Renesas,  STMicroelectronics, NXP and 
NVIDIA

• 32bit architecture, with one to four cores

• clock speeds in 100-200MHz range (classical gauges, hybrid implementation), 1GHz (full LCD)

• Architecture with different cores with different clock speeds

=>sufficient computational resources for implementing more demanding security functions, 
e.g., cryptography



Reported attacks

• display arbitrary messages on the IC, falsify the speedometer and fuel level 
information and adjust the display brightness (replay attacks based on packet 
sniffing and fuzzing), Koscher et al.[5]

DoS attacks have also been performed by disabling communication from the ECM (a case in 
which the reported speed drops to 0 MPH) and by disabling communication from the BCM (a
case in which the speed freezes to the last received value).

• falsify the status of door locks, speedometer, tachometer, odometer and on 
board navigation (CAN network impersonation attacks), Miller and Valasek[6]

Attacks based on diagnostic services have been also employed to falsify the reported fuel level

• IC flooding attack on a Scania truck using CAN diagnostic messages [12]
Makes some functionalities unavailable (IC filled with warnings) and prevents heart beat 
messages from being sent (due lower priority) leading to the malfunction of all the IC 
indicators

• falsify the speedometer and odometer information, replay attacks based on 
packet sniffing and fuzzing, Hoder et al.[14]

Any attack can be performed when gaining physical access to the network
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Risk assessment for the IC

Risk of a threat is based on two components: 

the impact of the threat and the difficulty in mounting the attack

The impact of the threat:

• safety - the impact of an attack on the physical integrity of the driver, passengers of the 
car and on other traffic participants

• financial - the cost associated to the damage

• operational - the impact on the functional integrity of the vehicle and the consequences 
over other vehicles in traffic

𝐼 = 𝛼𝑆𝑓𝐼𝑆𝑓 + 𝛼𝐹𝑖𝑛𝐼𝐹𝑖𝑛+ 𝛼𝑂𝑝𝐼𝑂𝑝

impact

risk of the attack 
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𝑅 = 𝐼 × βdif
−1

• βdif = 14 similar to the work in [17] in order to have a common scale in evaluating the risk



Impact

Safety Financial Operational

0 no injury none no operational impact

1 light 10$ impacts operation but is indiscernible to driver and 
causes little performance concerns

2 severe 100$ discernible to driver but insignificant to other vehicles

3 life threatening 1.000$ noticeable impact both for the driver and other 
vehicles

4 fatal 10.000$
or above

significant impact for driver and other vehicles in traffic

Attack severity classification and rating

𝐼 = 𝛼𝑆𝑓𝐼𝑆𝑓 + 𝛼𝐹𝑖𝑛𝐼𝐹𝑖𝑛+ 𝛼𝑂𝑝𝐼𝑂𝑝

impact

Coefficients for impact similar to [8]

𝛼𝑆𝑓 𝛼𝐹𝑖𝑛 𝛼𝑂𝑝

8 4 2

We partly base our assessment of security risks on the methodology from:
[15] Henniger et al., Security requirements for automotive on-board networks,
[16] Othmane et al., Incorporating attacker capabilities in risk estimation and mitigation
[17] B. Groza et al.,  Designing security for in-vehicle networks: a body control module (BCM) centered viewpoint
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Intrusion detection mechanisms

Security countermeasures  - IDS for vehicular ICs

Specification-based anomaly detection for CAN communication based on CAN 
specification :
• monitoring of frame timeout, CRC/counter fault and invalid values
• timing checks of the periodic frames, minimum interval between periodic and 

event-triggered frames as well as consistency checks of signals values where 
interrelations exist

Diagnostics attack detection  - signature-based

Model based observer can be used to estimate values and compare them to the 
reported values. Simplified models can be employed to identify an attack over 
certain values.
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Intrusion detection mechanisms

Security countermeasures  - IDS for vehicular ICs

Actions undertaken by the IDS includes informative actions (alarms) and attack 
mitigation actions.

Informative actions - informing the driver about possible intrusion (IC 
notification) and/or informing the automotive maker/fleet owner when 
telematics systems are employed. 

Attack mitigation actions - changing the system state, e.g., switching to limp 
mode or shutdown 



Intrusion detection rules 

• fuel warning model is correlated with the fuel level model which uses the instant fuel 
consumption rate provided by the IC trip computer to easily inferred the fuel level

• Tire Pressure Monitoring System (TPMS) - indirect TPMS for validating the data received 
from the sensors

• vehicle speed can also be calculated based on the previous vehicle speed value and the 
average acceleration

• The car’s transmission expression linking the vehicle speed, motor rotational speed and 
selected gear can be employed to identify a masquerade attack on CAN frames
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Intrusion detection rules for certain functionalities

Security countermeasures  - Intrusion detection rules 
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Security countermeasures  - Test environment 

Test environment for engine coolant temperature model IDS

Engine coolant temperature model [23] employs information available from 
production Engine Control Modules (ECM) to compute the engine coolant 
temperature

• engine ECU provides the measured engine coolant temperature and it’s derivative
• IDS implement an observer for the engine coolant temperature by computing it 

along with its derivative
• IDS monitors if the difference between these values exceed some fixed thresholds
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Security countermeasures  - Experimental results

𝑇𝑒𝑛𝑔 and ሶ𝑇𝑒𝑛𝑔 in case of ሶ𝑀𝑎𝑖𝑟 signal attack  

𝑇𝑒𝑛𝑔 and ሶ𝑇𝑒𝑛𝑔 in case of ሶ𝑀𝑓𝑢𝑒𝑙 signal attack  
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𝑇𝑒𝑛𝑔 and ሶ𝑇𝑒𝑛𝑔 in case of 𝑇𝑎𝑖𝑟 signal attack  

𝑇𝑒𝑛𝑔 and ሶ𝑇𝑒𝑛𝑔 in case of 𝑅𝑃𝑀 signal attack  
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∆𝑇
𝑒𝑛𝑔

and ∆ ሶ𝑇
𝑒𝑛𝑔

in case of ሶ𝑀𝑓𝑢𝑒𝑙 , ሶ𝑀𝑎𝑖𝑟 , 𝑇𝑎𝑖𝑟 and RPM signal attack  

• False reports of coolant temperature will be easily identified for ሶ𝑀𝑓𝑢𝑒𝑙 and ሶ𝑀𝑎𝑖𝑟

signals attack 

• For 𝑇𝑎𝑖𝑟 and RPM the ∆𝑇
𝑒𝑛𝑔

and ∆ ሶ𝑇
𝑒𝑛𝑔

are small and setting ε𝑇
𝑒𝑛𝑔

and ε ሶ𝑇
𝑒𝑛𝑔

to 

identify this attack attempts will make the IDS susceptible to false positive attack 
detection



• Serious consequences can take place from wrong information sent to 
the driver from the instrument cluster

• Comprehensive risk analysis for vehicular ICs tries to bring a crisper 
image over the impact of security threats

• IDS may help to prevent spoofed messages from corrupted CAN nodes

• Our proof-of-concept implementation shows that simple detection 
rules can be used in addition to a model-based observer

Conclusion
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