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We Need to Look at Systematic Faults



Systematic Faults Observed Bug Rate FIT Rate

Hardware Design Faults 4 Bugs in 50 Years 9000

Software Design Faults 1 Bug Every Year 100000
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What is FIT Rate for Systematic Faults?

Mitigating Factors

Automotive Environment is More Constrained

• Hardware Design Quality– Need Three Orders of Improvement
• Software Design Quality– Need Four Orders of Improvement
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Chart adapted from McCluskey-Buelow chart on DPPM, Wafer Yield, and Test Transparency

Extremely Thorough Validation Needed 
even for

Extremely Thorough Design Quality 



Systematic Faults for Deep Learning Algorithms Need to Be Thoroughly Validated
• Need to Characterize What Training Inaccuracy Means in Terms of Safety
• Design Diversity Helps Here (LIDAR, RADAR, Camera)
Exploit Big Data & Super Computing for Virtual Reality Based Validation
• Billions of Traveled Miles Simulated in Days
• Deploying Updates on Ground Needs Cross-Validation
SW Bug Updates Require Thorough Security Authentication



Why Fault Modeling & Validation?


